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Workplace violence and hospital 
security programs: regulatory 
compliance, program benchmarks, 
innovative strategies 
James D. Blando, PhD, Maryalice Nocera, RN, MSN, Marilyn Lou Ridenour, 
BSN, MBA, MPH, CPH, CIC and Daniel Hartley, EdD 
The authors describe the issue of 
workplace violence in hospitals, a 
New Jersey state law and regula-
tions regarding workplace vio-
lence in healthcare, and some 
innovative strategies that are 
being utilized to help reduce the 
occurrence and risk of violence. 
The authors also discuss compli-
ance with the New Jersey regula-
tions. 
(James D. Blando, PhD, is an Associate Professor at Old 
Dominion University, Norfolk, VA in the College of Health 
Sciences, School of C.-0mmunity and Environmental 
Health. Prior to his faculty appointment, he was a re-
searcher for 11 years at the New Jersey Department of 
Health and Senior Services.) 
(Marilyn Lou Ridenour, BSN, MBA, MPH, CPH, CIC is a 
Captain in the United States Public Health Service assigned 
to the National Institute for Occupational Safety and 
Health. Captain Ridenour works as a nurse epidemiologist 
in the Analysis and Field Evaluation Branch of the Division 
of Safety Research. 
(Daniel Hartley, EdD is an epidemiologist within the 
NIOSH Division of Safety Research, Morgantown, WV. 
He serves as the Workplace Violence Prevention Coordi-
nator and is currently the Project Officer for the NIOSH 
Workplace Violence Research and Prevention Initiative.) 
(Maryalice Nocera, RN, MSN is a Senior Research Project 
Manager at the University of Nonh Carolina Injury Pre-
vention Research Center. She has been the project manager 
for three complementary studies involving the two high 
risk groups of health care workers from violence- nurses 
in hospital emergency and psychiatric units and home 
health and hospice workers.) 
INTRODUCTION 
High profile and widely re-
ported violent acts occurring in 
hospitals have elevated public and 
employee awareness about secu-
rity and safety in hospitals and 
healthcare in general ( e.g. CBS 
News, 2014). The Bureau of 
Labor Statistics (BLS) recently 
reported that healthcare workers 
had more than twice the incidence 
of injuries with days away 
from work resulting from vio-
lence compared to the overall 
workforce (BLS, 2015). Among 
healthcare and social assistance 
workers in the public sector the 
incidence of injuries requiring 
time away from work was more 
than 20 times that of the overall 
workforce (BLS, 2015). Nine 
states have passed regulations re-
quiring workplace violence pre-
vention measures in hospitals 
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(GAO, 2016). In the Spring of 
2016, the Occupational Safety 
and Health Administration 
(OSHA) published a pre-rule 
stage request for information 
titled "Preventing Workplace Vi-
olence in Healthcare". Labor or-
ganizations also petitioned the 
U.S. Department of Labor for a 
federal OSHA Workplace Vio-
lence Prevention Standard for the 
healthcare and social assistance 
industries. 
In 2008, New Jersey passed the 
Workplace Violence Prevention 
(WVP) in Healthcare Facilities 
Act (2008) and promulgated 
regulations in 2011 (NJ Work-
place Violence Prevention in 
Healthcare Facilities, 2011 ). 
These regulations include speci-
fications for a WVP program that 
encompasses training, a written 
policy, incident reporting, vio-
lence risk assessment, and worker 
participation. 
The training requirements 
specifically stated in the regula-
tions require the following: 
1. all employees should receive 
at least 2 hours of workplace vio-
lence prevention training, offered 
annually with interim training for 
employees who begin work be-
tween the annual training offer-
mgs 
2. employees attend training on 
paid work time 
3. the training should be offered 
in easily understandable terminol-
ogy and if more than 10% of the 
staff speak a language other than 
English, the training should be of-
fered in their native language 
4. the training must cover ethnic 
and cultural diversity 
5. the training must cover spec-
ified topics in the regulation such 
as de-escalation techniques, and 
6. the training must include an 
overview of the most recent risk 
assessment sw-vey conducted for 
workplace violence and details on 
any preventative actions taken. 
The policy specifications of the 
regulations require: 
1. the establishment of a WVP 
committee with a designated 
chairperson that oversees all as-
pects of the WVP program 
2. the development and distri-
bution of a written workplace vi-
olence prevention plan 
3. prohibition on retaliatory ac-
tion against employees who re-
port concerns, and 
4. recordkeeping requirements. 
Reporting and Assessment ele-
ments of the regulations require: 
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1. an investigation of any inci-
dent and written documentation 
of specific information required 
by the regulations ( e.g. date, time, 
duties at time of incident, etc.) 
2. prevention measures should 
be stipulated 
3. all victim identifiers must be 
confidential 
4. an annual assessment of vio-
lence risk including a walk-
through survey of all areas of the 
hospital, and 
5. a job task analysis for each 
healthcare worker. 
Worker participation is encour-
aged through the regulatory re-
quirement that at least 50% of the 
workplace violence prevention 
committee contain direct patient 
care staff and that the annual vio-
lence assessment walk-through 
surveys be conducted with at least 
one direct patient care staff mem-
ber. 
Violence and fear can signifi-
cantly affect the operations of a 
hospital. If a hospital experiences 
violent incidents and does not 
respond effectively, the quality 
of care decreases, employee 
turnover rises, and fewer people 
will seek care at the facility by 
choosing to go to a competing 
hospital instead (Jackson et al. 
2002, Hegney et al. 2010, Gates 
et al. 2011, McNamara et al. 
1997, Meyer et al. 1997, Mattox 
et al. 2000, The Joint Commis-
sion, 2012). Despite these 
consequences, many hospital ex-
ecutives undervalue their security 
programs and view these pro-
grams as overhead, often citing 
budget limitations and a need for 
a customer friendly atmosphere 
as significant barriers to imple-
menting a comprehensive secu-
rity program (Blando et al; 2014). 
Research has also suggested 
that the crime rate in the commu-
nity surrounding the hospital 
may not be the most important 
predictor of injury among staff 
from violence, but rather the com-
prehensiveness of the security 
program may be a more impor-
tant predictor of employee risk 
(Blando et al., 2012). In other 
words, data suggests that the im-
plementation of a strong security 
program reduces the risk of injury 
to employees from violence, per-
haps more than any other single 
factor (Blando et al., 2012). Em-
ployees at hospitals located in 
communities with low crime rates 
may still be at significant risk be-
cause of the stressful situations 
encountered in providing health-
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care. 
For example, we abstracted a 
case in a low crime community of 
an elderly security guard who had 
his neck fractured during an inci-
dent identified as workplace vio-
lence on the OSHA log, which 
was reviewed as part of the 
Blando et al. (2012) swvey. Dur-
ing the review of the OSHA log 
for this swvey, the hospital CEO 
provided great detail of this par-
ticular incident because he felt 
this was necessary and it was 
recorded by the swvey team as an 
independent case report in an ef-
fort to capture all the details that 
were reported (Blando, 2005 un-
published case report). This alter-
cation between brothers occurred 
because one brother did not notify 
the other that their father had a 
heart attack. The security guard 
was not trained to de-escalate 
these types of situations and was 
not able to prevent the physical 
violence causing his injury 
(Blando, 2005 unpublished case 
report). The hospital CEO strug-
gled with this event and kept stat-
ing during our discussion of the 
OSHA log data that "they just 
didn't think they really needed se-
curity because it is so beautiful 
and peaceful in our town". 
This paper is a summary of in-
fonnation collected from inter-
views conducted with 35 
individuals representing the 
safety and security departments of 
52 New Jersey hospitals. Details 
are provided in Blando et al. 
(2017). In summary, participants 
were recruited from a sample of 
93 New Jersey hospitals includ-
ing general acute care, trauma and 
psychiatric hospitals. A semi-
structured face-to-face interview 
was used that focused on the se-
curity director's opinion, beliefs, 
background, and their implemen-
tation of the WPV program. The 
semi-structured interview was 
pilot tested and validated and in-
terviews were conducted by 
trained staff. SPSS (IBM Corpo-
ration, Armonk, New York) was 
used to compute descriptive sta-
tistics such as frequencies, per-
centages, and standard deviations 
after the data was coded by the 
project investigators. 
This project was approved by 
the Institutional Review Boards 
(IRB) of Old Dominion Univer-
sity, University of North Car-
olina-Chapel Hill, and the 
National Institute for Occupa-
tional Safety and Health 
(NIOSH) and verbal infonned 
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consent was obtained prior to the 
conduct of all interviews. The 
overall goal of the project was to 
describe hospital experiences 
with the New Jersey Violence 
Prevention in Health Care Facili-
ties Act and to learn of effective 
and innovative ideas that have 
been implemented in hospitals. 
lbis report is subjective in nature 
and subject to personal bias due 
to the opinions and beliefs of sur-
vey participants and is not in-
tended to serve as definitive 
evidence. Readers are encour-
aged to critically evaluate the in-




This project collected data on 
the opinions, expertise, and expe-
riences of those implementing 
programs in the "real world". As 
such, the Chairperson of the 
workplace violence prevention 
(WVP) committee ( or their de-
signee, often the Security Direc-
tor) completed a face-to-face 
interview with a member of the 
research team. Interviews were 
conducted between August 2012 
and July 2014, which is after the 
NJ regulations were officially in 
effect and compliance was legally 
required. The person inter-
viewed, either the WVP commit-
tee chair or their designee, was 
the person with the functional 
knowledge of the WVP program. 
This means that the interviewee 
was the person responsible for 
overseeing the WVP program and 
also managing the functions of 
the program. The average time in 
their current position among the 
survey participants was eight 
years, ranging from one to 28 
years. They had served as WVP 
Committee chairperson on aver-
age for four years. In many cases, 
the WVP committee existed be-
fore the regulations became offi-
cially effective because some 
hospitals created their committees 
in anticipation of their compli-
ance requirements. Twelve indi-
viduals were responsible for more 
than one hospital in their health-
care system. 
Table one demonstrates that al-
most half (49%) of those inter-
viewed reported that they had 
been previously employed in law 
enforcement, either as command 
staff or officers. Other employ-
ment history background in-
cluded positions in Hospital 
Administration/Management 
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Table L Characteristics oflntcrviewccs (n=35) 
M~ SD 
Y cars in Position (Range 1-28) 8-17 5_623 
Y cars as Chairperson (Range 1-11) 3-92 2-3 
of the Vwlcocc Prevmtioo. 
Committcic 
Yam- inpo5ition n % 
<S)'ZS 9 26 
5--to)'ZS 15 43 
>10 Y'2fS 11 31 
CUVflT more than one hospital? 
No 23 66 
Yes 12 34 
BacJ:ground in Law Enforc-1111t 
Yes 17 49 
No 18 51 
Prmous F;mploynwnt (multiplfl rqxmses allowed) 
Law Enfoo:cmcnt 17 49 
Hospital AdminlManagcmcnt 11 31 
Security 7 20 
Patient CarclHwthcarc 5 14 
AdvanctdDtgrcc 3 9 
Mana~t (Not HcallhcaR) 3 9 
Bae~ in 5«11Tity and d#IW/Joptng security programs 
(multiple 78Spon5115 allowed) 
Law Enfom~mmt 17 49 
None 6 17 
On the Job Training 6 17 
Attend training 5 14 
Hospital Security > 10 )UIS 4 11 
Security (Non Healthcare) 3 9 
Miliwy (Not MP) 3 9 
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(31 %), Security (20%) and/or Pa-
tient Care/Healthcare (14%). 
Three individuals (9%) held an 
advanced degree including an 
MBA and/or PhD. Having a 
background in law enforcement 
was also the most frequent re-
sponse when asked to describe 
their background in security and 
developing security programs, 
while 17% reported relying on 
"on the job training" or having no 
background in security or devel-
oping security programs. 
SECURITY SERVICES 
The most commonly reported 
organization of the security serv-
ices in participating hospitals was 
an in-house team managed by the 
Security Department (75%) 
(Table 2). Few hospitals (10%) in 
this survey reported contracting 
their security services to a private 
agency. The number of security 
officers varied by hospital size 
and location with a range of 4-200 
officers. More than half(56%) of 
the hospitals in this survey had 50 
or more security officers, and 
often included both part-time and 
full-time officers. 
Sixteen security directors were 
asked their opinion about the 
quality of in-house and contract 
security guards. Most (n= 14) felt 
that in-house security staff per-
formed better than contract secu-
rity services, while two were 
ambivalent. One security director 
suggested that budget and admin-
istrative needs should be factored 
into the final decision about the 
organization of the security pro-
gram. Another noted that health-
care systems that consisted of 
multiple hospitals had enhanced 
flexibility because they had a pool 
of security officers from which to 
draw upon when unexpected 
needs arose. Officers could be 
pulled from one facility to another 
with short notice, which provides 
flexibility to ensure proper 
staffing of hospitals. 
During the interviews, six secu-
rity directors discussed their facil-
ity's policies on physical contact 
between guards and patients/ 
visitors. During these discussions 
about "hands on" approaches 
only one security director re-
ported having explicit policies 
that prohibited physical contact 
between guards and patients/ 
visitors. Three security directors 
who participated in the interviews 
indicated that former police offi-
cers were, in their view, not nec-
essarily the best guards because 
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Table 2. Security Service Characteristics (n=52 hospitals) 
A veragc mmber officei-s per 64.6 
hospittl 
Stmdard deviation average# 52.5 
Total# of Officas n o/. 
<25 9 17 
25-49 13 25 
50-100 20 39 
>100 8 15 
missing 2 4 
Sscurity Dtlparfml!llt Organtzation n % 
In-House (managed by Security) 39 75 
Contracted to Private Agency 5 10 
Both In-House and Contract 6 12 
Other: Federal Police 2 4 
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they felt these retired officers had 
difficulty making the distinction 
between law enforcement and 
the more customer-centered ap-
proach required in hospital secu-
rity departments. However, two 
security directors strongly indi-
cated that retired police officers 
are the best option when possible. 
Many security departments are 
actively involved with prepara-
tions and planning for an active 
shooter scenario. Security direc-
tors in our study were very mixed 
in their attitudes and beliefs re-
garding the presence of guns 
among security officers patrolling 
the facility. One security director 
felt this was necessary, three had 
no opinion but were considering 
allowing firearms among security 
staff, and four felt this was dan-
gerous. Those security directors 
who explicitly objected to guns 
being present in the hospital cited 
the potential for escalation to 
deadly force and the potential for 
an officer to lose control of their 
weapon during an altercation. 
One interviewee, who was a re-
tired police officer that carried a 
gun, told a story where he was in-
volved in a physical incident in 
their emergency department 
where he did not feel confident 
that he could retain control of his 
gun in the holster beneath his 
jacket. In the security setting the 
guard's goals are not simply rule 
enforcement but also to assist the 
medical team in restraining com-
bative patients and as such this 
can potentially leave the guard in 
possession of a gun vulnerable to 
loss of control. 
KEY OBSERVATIONS & 
BENCHMARKS 
Regulatory Compliance 
This survey was conducted in 
New Jersey, which has statewide 
regulations regarding workplace 
violence in healthcare settings as 
a result of the passage of the Vio-
lence Prevention in Healthcare 
Facilities Act. Information col-
lected during our interviews 
demonstrated that program defi-
ciencies were common when 
benchmarked to the Violence Pre-
vention in Healthcare Facilities 
regulations. For example, the NJ 
regulations require that all em-
ployees receive two hours of 
workplace violence prevention 
training annually, however, only 
40% of the hospitals that provided 
data actually provided this 
amount of training. In addition, 
only 34% of hospitals had work-
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place violence prevention com-
mittees that functioned as the 
regulations intended. Although 
many hospitals had committees, 
the interviews indicated that 
many of these committees func-
tioned informally and on an ad-
hoc basis without a clearly 
identified mandate. 
The regulations require that the 
committee systematically review 
training, security risk assess-
ments, plans and policies, risk 
factors, reporting systems, and 
make recommendations for im-
provements. In addition, the 
committee should also review 
data and trends to assess the effec-
tiveness of their program. In 
many cases, these comprehensive 
committee activities were not per-
formed, but rather the committee 
would informally discuss what-
ever topic came to mind at the 
time of the meeting. The regula-
tions also required that healthcare 
facilities conduct an annual com-
prehensive violence risk assess-
ment. Our survey found that 83% 
of the hospital(s) conducted a 
comprehensive risk assessment, 
and 77% conducted these assess-
ments annually, as required in the 
regulations. As such, 1 7% did not 
conduct a comprehensive assess-
ment that incorporated the OSHA 
2004 Guidelines for Preventing 
Workplace Violence for Health 
Care & Social Service Workers 
(OSHA, 2004; updated OSHA, 
2015), as required by the regula-
tions. Our survey also found that 
56% of the facilities surveyed uti-
lized data to assess trends in vio-
lent incidents and security 




Training was frequently listed 
by those interviewed as one of the 
strengths of the regulations and as 
one of the most beneficial aspects 
of the hospital's workplace vio-
lence prevention program. Most 
hospitals (85%) offered differen-
tiated levels of training; i.e. em-
ployees in high risk areas 
received more or specialized 
training. The standardized train-
ing programs most frequently 
used included Crisis Prevention 
Institute (CPI, Milwaukee, WI) 
( 40% ), Handle with Care (Handle 
With Care Behavior Management 
System, Inc., Gardiner, NY) 
(42%) and Management of Ag-
gressive Behavior (MOAB® 
Training International, Inc, 
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Kulpsville, PA) (10%) (Table 3). 
There was a wide variation in 
length of training sessions; train-
ing could take anywhere from l 0 
minutes to four hours. Approxi-
mately one quarter (23%) of the 
hospitals or 40% of those who 
provided training data had train-
ing that lasted at least two hours. 
In particular, knowledge of de-es-
calation techniques were specifi-
cally identified as helpful by 14% 
of the security directors. Many 
security directors felt that de-es-
calation techniques were particu-
larly useful for behavioral health 
staff, emergency department staff, 
substance abuse center staff, and 
security officers. 
A number of security directors 
(23%) reported their belief that 
while training is highly valued, 
the training required by the regu-
lations was too burdensome and 
too in-depth because they re-
quired all staff to receive compre-
hensive training, which they felt 
was not necessary. They also 
mentioned that the required in-
depth training was too lengthy. 
As such, these security directors 
felt that more targeted in-depth 
training to those staff at highest 
risk would be more effective than 
a blanket requirement for every-
one. However, some basic level 
of simple awareness training 
might be justifiable for all staff. A 
web-based self-paced training 
that could be used is a free on-line 
course developed by NIOSH, 
Workplace Violence for Nurses, 
which offers the opportunity to 
earn 2.6 free continuing nursing 
education units (Workplace Vio-
lence for Nurses, 2013). 
WORKPLACE VIOLENCE 
PREVENTION 
COMMITTEE AND PLAN 
The NJ regulations require that 
every applicable healthcare facil-
ity has a workplace violence pre-
vention committee that has half 
the committee composed of staff 
with direct patient contact and 
meets at a minimwn every quar-
ter. Fifty (96%) of the hospitals 
swveyed in New Jersey had a Vi-
olence Prevention Committee. 
Eight of the 35 (23%) intervie-
wees had WVP committees with 
less than 50% of members having 
clinical duties. The frequency of 
meetings for these committees 
varied. Forty percent of the hos-
pitals had committees that met 6 
times or more per year and an-
other 34% held meetings quar-
terly, while 26% met less than the 
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Package programs ussd 
Crisis Pn=vmtion Institute 
Handle With Care 
Management of ~vc 
Behavior 
No pacbge used 


































Crisis Prevention Institute (CPI). MilW3Ukee, WI. 
http://www.crisisprcveption.com/ (accessed 10/2/16) 
Handle With Care Behavior Management System, Inc., Gardiner, NY. 
http://hmdlewithcare.com/ (accessed 10/2/16) 
MOAB® Training International, Inc, Kulpsville, PA. 
https://www.moabtwning.com/main.pbp (accessed 10/2/16) 
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quarterly requirement of the reg-
ulations (Table 4). 
Security directors identified a 
variety of sources used by the 
committee to develop their hospi-
tal's workplace violence preven-
tion plan. The most frequently 
cited sources included the 2011 
NJ Violence Prevention in Health 
Care Facilities Regulations 
(89% ), Occupational Safety and 
Health Administration (OSHA, 
2004; 2015) Guidelines for Secu-
rity and Safety of Health Care 
Workers (54%), the Joint Com-
mission (JCAHO, 2012) Stan-
dards (33%), New Jersey 
Hospital Association (NJHA) 
(14%), and the National Institute 
for Occupational Safety and 
Health (NIOSH) (10%) (Table4). 
Respondents also used peer input 
( 17%) and relied on professional 
journals (12%) and internet re-
sources (8% ). 
INNOVATIVE OR UNIQUE 
EMPHASIS IN PROGRAMS 
The security directors surveyed 
in this project reported several 
program elements that they felt 
were particularly effective in pre-
venting workplace violence. As 
such, many of our security direc-
tors emphasized these elements in 
the security program at their 
healthcare facility. Trending and 
following violent event data was 
reported as an important aspect of 
an effective violence prevention 
program. It was clear to our par-
ticipating security directors that 
effective reporting is a precursor 
to awareness and enables early 
detection of potential problems. 
In addition, several security direc-
tors indicated that report writing 
and documentation of investiga-
tions involving violent incidents 
was crucial for security guards. 
Discussion of violent events in 
post-event debriefing were also 
reported as extremely helpful by 
17% of our security directors be-
cause this de-briefing allows for a 
detailed assessment of the causes 
and consequences of an event. 
This also allows for the effective 
development of interventions to 
prevent similar events from oc-
curring in the future. Interest-
ingly, cameras or surveillance 
systems were not frequently men-
tioned as helpful features for vio-
lence prevention but six security 
directors suggested that they are 
useful for documentation pur-
poses. 
Security directors also reported 
some aspects of their programs 
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Table 4. Characteristics ofWorkpl.act Violence Prevention (WVP) ProgJ31Il (n=52 hospitals) 
N % 
~ttr 1ban or equal to 6X Year 
Quanerly [4X ~] 
Less Ihm 4 X ~ 
Missing 




Rs.sourcllS used to d(IVe/op WVP pion (multipltZ responses a/lowed) 
NJ Violence PT=tion in Health Care facilities Regulations 1 
OSHA Guide.lines fur Security 3lld Safdy of health Care W~ers" 
JCAHc>1 
Profrssioiw Journals 
Natioml Institute for Occupational Safety and Health (NIOSH)5 
American Society for Industrial &curity (ASIS)6 
NJDHSS final report on bospit~ security; 
See reference list: 
1 NJ Violence Pmimtion in Health Care Facilities Regulations. 2011. 
2 OSHA 2004, 2015. 
1 JCAHO. 2012. 
~ N~ Jersey Hospitll Association, www .njba_com 
s NIOSH, www.cdc.gov/oiosh 
6 ASI.S. hl"5://www.asisonline.QIJ1Pap'defrult.zspx 
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that they felt were very helpful 
and innovative. For instance, sev-
eral facilities had developed the 
ability for secure remote video 
feeds so that supervisors can view 
cameras and situations in real-
time when not on site. One facil-
ity utilized this remote access 
feature to eliminate the need for a 
guard in the command center at a 
satellite location, as the video feed 
went directly to the command 
center at the flagship hospital. 
Another facility utilized secure re-
mote access cameras to reduce 
costs associated with "one-on-
one" patient observers. Using the 
cameras allowed one patient ob-
server staff member to simultane-
ously view multiple patients, 
thereby reducing the number of 
staff needed for "one-on-one" ob-
servation. However, patient con-
fidentiality was a factor they had 
to carefully consider. Several se-
curity directors also indicated that 
their practice of checking hospital 
registrations before giving visitor 
badges was very useful to allow 
better access control among visi-
tors. Security officers quickly 
checked to determine if the per-
son a visitor was requesting to see 
was actually in the hospital, 
where they were located, and if 
there were restrictions or restrain-
ing orders before giving visitor 
passes. 
CONCLUSION 
Many hospitals and security 
programs that were the focus of 
this survey are taking important 
steps in the prevention of work-
place violence. Despite the fact 
that every security director would 
like a larger budget and more re-
sources, cost was not identified as 
a primary barrier to implementa-
tion of the workplace violence 
prevention program or training. 
While significant progress has 
been made, additional efforts are 
necessary and should result in 
continuous improvement that will 
protect healthcare employees, 
patients and visitors, and the 
healthcare organization. Several 
interesting approaches high-
lighted in this report may be of in-
terest to workplace violence 
prevention committees and secu-
rity directors as they work on fur-
thering the goal of a safer and 
healthier workplace. 
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